Paper G

Building
Epistemic Y -
[nstitutionsin
a Dlgltal World /

Challenges and Design
Principles in the Age of Al

J.H.A. Alberts

ST
rai

........
) L) DO
---------

- o A .
- 5
v ol P, :
e i £
A .
’ _.:" - |
A K o
. 1 ’
. _— :
e - " - s
’ % - : ‘ : \
. - g e 2 >
‘ ~ e
- | )
. l‘ ‘s ’ N i
..
- v " X
P o = o e
- b % fagoie ol Ly .
g | % _ - - 3213
! P v
~E e . s
‘ \ f e o i e I e 35
. S TR AL TR T
! 7 ot . B e s
- ¢ 7 \ M R, WTIre
l l ” | / : oL 3
- ! < b4 .
i o
& - -reae
. )
‘ s i « S
y ¢ J =
» ’
.
'l‘.
! v e °
X -
J
. 74 -
L
.
\' \
\
.
.
'



Author:
J.H.A. Alberts, https://orcid.org/0009-0005-8914-2850

Affiliation:
Strategic Advisor, Monarch Change, The Netherlands

Date:
June 2025

Contact:
E hans.alberts@monarch-change.nl
W www.monarch-change.nl

Licence:
Creative Commons, for self-published editions, see website.

Keywords:

Artificial Intelligence Ethics; Epistemic Institutions; Epistemic Stewardship; Purpose-Guided
Institutional Design; Digital Platforms; Epistemic Integrity; Epistemic Capabilities; Democratic
Governance; Disinformation; Adaptive Institutional Leadership

Abstract

This paper explores how artificial intelligence (Al), particularly large language models (LLMs) and
platform-mediated knowledge infrastructures, is transforming the governance landscape and
strategic positioning of modern epistemic institutions. Within Al-mediated knowledge
ecosystems, the boundaries between epistemic and non-epistemic domains are dissolving, as
human epistemic agency and public trust encounter escalating systemic constraints.

Adopting a governance-oriented lens, the paper analyzes how Al infrastructures reshape
institutional epistemic functions by distinguishing conceptually between data, information,
knowledge, and understanding. It identifies major risks such as epistemic fragmentation,
disinformation, and the institutional subordination of knowledge production to platform logics.
While incremental safeguards, such as provenance standards, Al usage guidelines, and fact-
checking protocols, remain valuable, the argument emphasizes the need for purpose-guided
institutional transformation to preserve knowledge integrity and democratic reasoning in hybrid
human-Al ecosystems.
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1. Introduction

The epistemic foundations of democratic societies are under growing strain as digital
technologies increasingly mediate how knowledge is created, circulated, and contested.
Institutions historically responsible for public knowledge, universities, journalism, libraries,
archives, and public agencies, how operate within infrastructures governed by algorithmic
systems and platformized knowledge flows. Large language models (LLMs), algorithmic filtering,
and recommender engines no longer act as peripheral tools; they have become core
components of knowledge production, circulation, and interpretation (Floridi, 2023; Zuboff,
2019).

This evolution is not merely a matter of technological disruption. It induces epistemic
disorientation by compressing complexity, encouraging reductive sensemaking, and embedding
commercial imperatives within knowledge infrastructures (Scott, 1998; Jackall, 1988). LLMs, in
particular, risk producing epistemic illusionism, outputs with the surface coherence of
knowledge but lacking critical validation. Meanwhile, platform dynamics fragment public
reasoning environments, eroding shared epistemic standards and subordinating epistemic
norms to engagement metrics (Weick, 1995; Schein, 2010).

These developments threaten public knowledge integrity across epistemic domains, including
science, journalism, archival practice, and hybrid domains such as health and education.
Addressing these risks requires more than incremental regulation. It demands epistemically
aligned institutional adaptation: a redefinition of mission, design, and leadership attuned to the
hybrid human-Al knowledge ecosystem.

Crucially, distinctions between epistemic and non-epistemic institutions are becoming
unstable. As epistemic practices become embedded in traditionally non-epistemic domains,
sustaining core epistemic values requires deliberate cross-boundary governance.

This paper contributes to this agenda by analyzing how Al-based infrastructures reshape the
epistemic functions, vulnerabilities, and governance responsibilities of contemporary
institutions. Rather than treating Al as an external disruptor, it positions digital infrastructures as
constitutive of current epistemic architectures, requiring critical awareness and adaptive,
democratically anchored governance responses.

The structure of the paper is as follows:
1. Defines epistemic institutions in governance-relevant terms;
2. Clarifies key epistemic distinctions, data, information, knowledge, understanding;
3. Explores blurred boundaries between epistemic and non-epistemic domains;
4. Analyzes how Al alters institutional knowledge roles;
5. ldentifies systemic governance risks;

6. Recommends strategic adaptations to protect knowledge integrity and democratic
resilience.



2. Characterizing Epistemic Institutions (Descriptive and Normative)

As Al technologies increasingly mediate knowledge production, circulation, and interpretation,
traditional models of epistemic institutions face growing limitations in sustaining the conditions
necessary for public reasoning and democratic deliberation. In this section, | offer a conceptual
characterization of epistemic institutions, both descriptive and normative, that acknowledges
their evolving role within Al-mediated knowledge ecosystems.

This characterization draws on institutional analysis, epistemic systems thinking, and relational
epistemic ethics (Floridi, 2023; Vallor, 2016; Nussbaum, 2011), as well as on insights from
organizational sociology and critical political economy (Scott, 1998; Crozier, 1964; Piketty, 2014;
Jackall, 1988). It seeks to foreground both the systemic pressures reshaping epistemic
institutions and the normative imperatives that should guide their redesign.

2.1 Raison d’étre of Epistemic Institutions

Epistemic institutions are foundational to democratic life: they sustain public reasoning, build
epistemic trust, and uphold deliberative legitimacy (Nussbaum, 2011; Floridi, 2023). Their
integrity rests on three principles: justifiability (transparent justification of claims), plurality
(inclusion of diverse perspectives), and independence (autonomy from political or market
pressures), as articulated by Canca (2020). A distinction is needed between core epistemic
institutions, such as universities, journalism, and archives, and epistemically adjacent bodies
like NGOs and public agencies. In Al-mediated environments shaped by algorithmic
infrastructures, these actors must not only convey knowledge but safeguard the democratic
conditions for shared sense-making under intensifying epistemic pressure.

2.2 Systemic Drift and Epistemic Erosion in Al-Mediated Environments

A core challenge for epistemic institutions today is systemic drift (Crozier, 1964; Scott, 1998):
the shift toward efficiency, standardization, and managerial control, often eroding epistemic
plurality and contextual reflexivity. In Al-mediated environments, this drift is deepened by
algorithmic infrastructures that convert complex knowledge into data-driven outputs, reducing
space for contestation and deliberation, essential for epistemic justice (Fricker, 2007; Vallor,
2016).

Two cases exemplify this:

e Universities now function within a reputational economy driven by algorithmic metrics,
steering attention away from inquiry and peer engagement toward performance aligned
with market logics. Epistemic value is replaced by calculable prestige.

o Libraries and archives, once stewards of open, contextual knowledge, now depend on
commercial metadata systems (e.g., WorldCat, Google Books) that favor searchability
and monetization over pluralistic knowledge organization, weakening their role as
custodians of the commons.

Underlying both is the rise of attention architectures that shape not just visibility, but what
counts as epistemically legitimate. As Zuboff (2019) argues, these systems shape behavior
through infrastructural influence, not overt control.

The result is epistemic erosion: not just disinformation or distrust, but a structural loss of shared
standards, critique, and meaning-making, altering how, and for whom, institutions know (Weick,
1995; Schein, 2010).



2.3 Normative Orientation: Toward Epistemic Integrity and Democratic Resilience

To counter systemic drift, erosion, and institutional capture, epistemic institutions must reassert
their normative purpose: enabling democratic reasoning by sustaining trustworthy pathways
from data to understanding, upholding epistemic integrity, and fostering civic epistemic
capabilities (Nussbaum, 2011; Floridi, 2023). Epistemic integrity must be reframed within a
governance logic of democratic resilience, defined by UNESCO and GPAI as the institutional
capacity to preserve public reasoning, truth-seeking, and epistemic diversity amid systemic
disruption.

This demands four core capabilities:

e Pattern-sensing — detecting emergent risks and distortions (Greenblatt et al., 2024);

e Designintelligence — shaping Al environments to support epistemic justice (Fricker,
2007; Vallor, 2016);

e Reflexive governance — adapting to shifting infrastructures and public expectations
(OECD, 2023);

e Cross-domain agility — operating across sectors while maintaining epistemic
commitments.

Epistemic responsibility must be redefined as anticipatory, relational, and distributed.
Institutions should:

e Align Al infrastructures with democratic norms;

e Pursue epistemic repair of past exclusions;

e Strengthen forward-looking resilience strategies (GPAI, 2023).

Their legitimacy depends on maintaining trust under algorithmic opacity and uncertainty, earned
through transparency, participation, and committed epistemic stewardship (Floridi, 2023; Vallor,
2016). A descriptive matrix (see Appendix) links values, risks, and governance tools.

3. Epistemic Concepts: Data, Information, Knowledge, Understanding

Effective institutional responses to epistemic erosion in Al-mediated environments require
conceptual clarity about the epistemic goods at stake. Much of the current confusion in Al
ethics and governance debates stems from insufficient differentiation between distinct levels of
epistemic substance, each of which demands different forms of institutional care, governance,
and mediation.

This section outlines key distinctions between data, information, knowledge, and
understanding, and highlights the systemic risks of epistemic reductionism introduced by
algorithmic mediation. It draws on insights from epistemic systems thinking (Floridi, 2023),
relational epistemic ethics (Nussbaum & Sen, 1993), institutional analysis (Scott, 1998; Crozier,
1964), and leadership studies (Heifetz, 1994; Scharmer, 2009), while foregrounding the need for
epistemic depth in the design of Al-alighed epistemic institutions.

3.1 Definitions and Distinctions

The heuristic of Data - Information > Knowledge > Understanding (DIKU) remains a foundational
but often misunderstood framework for epistemic governance. These categories are frequently
collapsed or used interchangeably in digital discourse and technological design. Yet each stage
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reflects a qualitatively distinct epistemic function, and carries implicit normative assumptions.
Clarity about these distinctions is essential for institutional accountability, design integrity, and
responsible engagement with Al-mediated knowledge infrastructures.

Concept Definition Institutional Responsibility
Data Raw observations; discrete signals without Collection, safeguarding,
embedded meaning technical integrity

Structured and contextualized data designed  Curation, formatting, access

Information . . .
for specific functions or audiences governance

Justified belief, grounded in accepted
Knowledge epistemic methods and community validation
practices

Validation, epistemic vetting,
peer accountability

Integrative, relational grasp of context,
Understanding meaning, and causal or systemic
interdependencies

Reflexive cultivation, critical
dialogue, pluralistic framing

3.2 Epistemic Reductionism and the Risks of Algorithmic Mediation

A key systemic risk in Al-mediated knowledge ecosystems is epistemic reductionism: the
simplification of complex, contextual knowledge into formats optimized for algorithmic
processing. This mirrors Scott’s (1998) notion of thin simplification, computationally efficient
but epistemically impoverished. Large Language Models (LLMs) exemplify this dynamic,
producing statistically coherent outputs without grounding in truth or justificatory structures
(Larson, 2021; Floridi, 2023). What emerges is epistemic mimicry: fluency without
understanding.

e This leads to compounded risks:
Compression and context loss: situated knowledge is stripped of interpretive and
historical nuance;

e Authority gaps: outputs lack validation or institutional warrant;

e Distortion through classification: Al labels encode dominant ontologies, suppressing
dissent and alternative knowledges (Broussard, 2019; Benjamin, 2019).

These systems, framed as neutral, produce persuasive yet shallow knowledge regimes,
narrowing epistemic plurality and embedding structural bias. Without critical governance, such
tools risk replacing public understanding with scalable, monetizable proxies, undermining
democratic knowledge ecosystems and accelerating epistemic erosion.

3.3 Knowledge Transmission and the Role of Epistemic Institutions

As we ascend from data to understanding, institutional mediation becomes more complex and
essential. Knowledge and understanding require interpretive frameworks, epistemic trust, and
communalinquiry, elements often obscured in Al-mediated systems (Nussbaum, 2011; Weick,
1995). Digital platforms increasingly prioritize discoverability and engagement through
algorithmic filtering and metadata standards, sidelining epistemic plurality and contextual
richness.



Educational and library systems exemplify this trend: personalized learning pathways and
commercial metadata (e.g. Dublin Core) optimize for efficiency, not intellectual diversity. This
leads to epistemic standardization, where quantifiable or monetizable knowledge dominates,
while nuanced or dissenting perspectives are marginalized.

Institutions must uphold the distinction between information delivery and epistemic pedagogy.
Al can distribute content, but not cultivate understanding. Universities, libraries, and media
must actively safeguard interpretive depth, critical engagement, and pluralistic knowledge as
core democratic functions.

3.4 Implications for Institutional Design

To safeguard epistemic depth in Al-mediated environments, epistemic institutions must shift
from passive adaptation to proactive, value-aligned design. This means creating infrastructures
that foster understanding, not just access or efficiency. Institutions should apply key design
principles:

e Maintain epistemic distinctions (data, information, knowledge, understanding) to resist
algorithmic conflation.

¢ Aligh communicative formats with epistemic purpose, especially for uncertainty or
contestation.

e Foster interpretive plurality and recontextualization.

e Build transparent, dialogical relations with publics to sustain epistemic trust.

¢ Investin epistemic capabilities like judgment and ethical discernment (Nussbaum,
2011; Floridi, 2023).

Following Canca (2020), these efforts must be grounded in autonomy, justice, integrity, and
pluralism. A proposed governance audit tool can assess whether Al systems support or
undermine understanding, plurality, public reasoning, and trust. Institutions must resist
algorithmic flattening and reaffirm their role as stewards of democratic knowledge. Purpose-
guided redesign and reflexive leadership are vital to aligning Al integration with epistemic and
democratic values.

3.5 Strategic Imperative

In Al-mediated ecosystems, understanding is not automatic but requires deliberate epistemic
design. Without critical mediation and value-based oversight, institutions risk epistemic lock-in,
where prediction replaces public reasoning. Epistemic governance must safeguard pluralism,
human oversight, and contextual meaning to preserve democratic knowledge integrity and resist
algorithmic reduction.

4. Epistemic and Non-Epistemic Institutions: Hybridization and the Case of Social Media

A defining feature of contemporary digitally mediated knowledge ecosystems is the progressive
blurring of boundaries between epistemic and non-epistemic institutions. Several systemic
dynamics are driving this hybridization.

First, digital infrastructures embed epistemic functions, data processing, information curation,
knowledge mediation, across all institutional domains. Second, Al and data-driven governance
necessitate epistemic capacities in sectors historically not oriented toward knowledge
production. Third, public expectations of epistemic accountability have expanded, with citizens

5



demanding transparency and trustworthiness from a broad range of actors. Fourth, commercial
and political incentives (Piketty, 2014; Jackall, 1988) increasingly shape epistemic architectures,
redirecting them toward market-driven rather than public epistemic goals.

These dynamics require new conceptual frameworks for analyzing and governing institutions
that now operate as epistemically hybrid entities. Such frameworks must ensure that core
values, truthfulness, epistemic integrity, transparency, and accountability, are preserved in
digitally mediated knowledge systems.

4.1 The Blurring of Institutional Boundaries
Differentiating Epistemic Roles
It remains analytically useful to distinguish between:

e Epistemic institutions: entities primarily dedicated to producing, validating, and
transmitting knowledge (e.g. universities, libraries, journalism, archives) (Floridi, 2023;
Nussbaum, 2011).

o Epistemically adjacent institutions: organizations with operational, regulatory, or
commercial mandates that increasingly perform knowledge functions (e.g. NGOs,
advisory bodies, tech firms).

While conceptually distinct, these categories are increasingly entangled in practice.
Drivers of Hybridization

Embedded Epistemic Processes

Digitalization has woven epistemic functions, data collection, Al-assisted decision-making,
predictive modeling, into nearly all institutional domains. A hospital, for instance, is now both a
care provider and a knowledge generator.

Platformized Knowledge Infrastructures

Private actors such as Google Scholar, Meta Al, and OpenAl operate as hybrid institutions: they
produce and distribute knowledge at scale while pursuing commercial goals. Social platforms
curate public discourse; financial firms build epistemic models to shape expectations.
Epistemic authority is embedded in commercial architectures.

Algorithmic Ambiguity

Al systems blur roles further. LLMs generate epistemically charged outputs without verifiable
grounding (Greenblatt et al., 2024). Platforms designed for entertainment or commerce now
shape educational and civic understanding (OECD, 2023).

Rising Demands for Epistemic Accountability
Citizens increasingly expect all institutions to communicate transparently, justify claims, and
ensure trustworthy knowledge flows, pressures made visible during crises like COVID-19.

Conclusion

Hybrid epistemic institutions operate in normatively ambiguous terrain: neither fully public nor
purely commercial, neither transparently epistemic nor entirely instrumental. This hybridity
complicates governance and calls for renewed frameworks that can differentiate, evaluate, and
regulate epistemic responsibility in complex knowledge ecosystems.



4.2 Commercial and Political Capture of Epistemic Infrastructures

The hybridization of epistemic functions through platform infrastructures is not normatively
neutral. As Zuboff (2019) and Plantin et al. (2018) show, commercial logics, such as engagement
maximization and ad targeting, are embedded into knowledge distribution systems.
Recommender algorithms prioritize visibility based on click-value rather than epistemic quality,
subtly redirecting public institutions toward platform-compatible outputs. Universities,
museums, and newsrooms grow dependent on platform metrics for legitimacy, creating
systemic epistemic dependency. Platforms also respond politically, adjusting algorithms under
regulatory or geopolitical pressure, acting as epistemically consequential agents without
democratic oversight. This misalignment undermines the standards essential for informed
public reasoning. A companion case study on Meta’s governance practices explores these
tensions and aims to inform future regulatory responses, pending legal and editorial validation.

4.3 Governance Challenges in Hybrid Epistemic Institutions

The convergence of epistemic and non-epistemic functions creates a governance mismatch:
traditional oversight instruments are often ill-equipped to address the dynamic, transboundary,
and algorithmically mediated nature of digital epistemic infrastructures.

This mismatch manifests in several accountability gaps, which can be typologized as follows:
Governance Gap Description Illustrative Example

Lack of visibility into how epistemic Opaque recommender systems in

Transparenc
. P y content is selected, ranked, or public health and educational
Failures .
filtered platforms
Accountability Responsibility for epistemic harm is Viral disinformation spreading via
Asymmetries diffused or untraceable global social media networks
. . . , . “Science-backed” claims in
Normative Misuse of epistemic legitimacy to i .
s . . personalized advertising and
Misalighment advance non-epistemic goals .
product marketing
Institutions adopt knowledge Use of predictive Al in law
Role Ambiguity functions without explicit mandate enforcement, welfare decisions, or
or safeguards migration control

4.4 Social Media as Hybrid Epistemic Institutions: Risks and Institutional Challenges

Social media platforms exemplify the hybridization of epistemic and non-epistemic functions.
Initially designed for commercial engagement, they have become central infrastructures for
global knowledge mediation. Through algorithmic curation, attention architectures (Vallor,
2016), and the moderation of discourse, platforms now influence how knowledge is framed,
filtered, and legitimized (Floridi, 2023; Zuboff, 2019).

This epistemic influence becomes especially visible in times of crisis, elections, or
emergencies, where platforms serve as de facto information gateways (GPAI, 2023). Yet their
systems are structured around commercial imperatives, scale, automation, and engagement,
rather than deliberative epistemic standards, resulting in systemic vulnerabilities.



Examples abound: Facebook’s role in political manipulation across the US, Brazil, and Kenya;
TikTok’s inconsistent moderation relative to national laws; Twitter’s incoherent crisis
communications. These cases reveal not just governance gaps but a deeper epistemic
monoculture. Dominated by Anglophone, commercial norms, platform systems marginalize
non-Western epistemologies, multilingual expression, and local knowledge practices
(Broussard, 2019; Ireton & Posetti, 2018).

Echoing Piketty (2014) and Jackall (1988), platform infrastructures are increasingly captured by
economic and political logics:

¢ Engagement metrics supersede epistemic coherence;
e Virality overrides veracity;
e Algorithmic systems erase contextual and plural knowledge.

These dynamics foster disinformation, simulate epistemic legitimacy (Greenblatt et al., 2024),
and erode shared epistemic standards. A forthcoming companion paper (Author, 2025b)
explores how Meta’s governance embeds commercial values deeply into its moderation
architecture, illustrating the institutional scale of epistemic risk.

Recognizing platforms as hybrid epistemic institutions presents governance dilemmas:
e They lack formal mandates yet exert significant public impact;
e There’s normative ambiguity between under- and overregulation;
o lLegalresponsibilities vary by jurisdiction.
A pragmatic hybrid modelis emerging (GPAI, 2023; OECD, 2023), based on:
e Acknowledging epistemic responsibility in platform operations;
¢ Assigning task-specific duties in areas like public health and elections;

o Creating epistemic accountability partnerships with fact-checkers, journalists, and
research bodies;

e Ensuring algorithmic and procedural transparency.

From an ethical Al governance lens, such models must center epistemic integrity, inclusivity,
and pluralism (Floridi, 2023). This includes mitigating the marginalization of linguistic minorities,
indigenous knowledge systems, and locally rooted epistemologies. Platforms must be held
accountable not only for content policy, but for how their infrastructures shape what is
knowable, visible, and trusted.

True accountability requires institutional collaboration. No single entity can safeguard the
epistemic commons. Public institutions, archives, universities, public broadcasters, must co-
shape platform governance to ensure epistemic justice.

The influence of platforms is no longer in question (Zuboff, 2019; Gillespie, 2018). What remains
is the urgent task of aligning their epistemic functions with democratic values. The pragmatic
hybrid model offers a realistic pathway: recognizing institutional complexity while embedding
normative commitments to truthfulness, transparency, and global epistemic equity.



4.5 The Impact of Generative Al on Epistemic Institutions: Opportunities and Risks

The integration of large language models (LLMs) into epistemic institutions marks a fundamental
shiftin how knowledge is produced, mediated, and validated. These systems no longer merely
support knowledge work, they increasingly shape its form, logic, and institutional function
(Floridi, 2023; Greenblatt et al., 2024). Yet their epistemic contributions remain opaque: they
simulate coherence without clear sourcing, justification, or accountability (GPAI, 2023). This
creates both institutional opportunities and structural risks.

A key distinction must be made between augmentative uses of Al, such as summarization tools
or metadata generation, and substitutive applications, where LLMs are deployed in place of
human judgment, e.g. as automated graders, news writers, or content curators. The latter risk
displacing epistemic agency and undermining institutional legitimacy, particularly when LLMs
hallucinate or misrepresent factual content in domains like journalism, archival science, or law.

Educational institutions illustrate these tensions. While LLMs can personalize learning and
improve access, their use as epistemic proxies may erode critical inquiry, reduce student
autonomy, and compromise academic integrity (Vallor, 2016). Instructors increasingly validate
system-generated content rather than cultivating independent reasoning, raising concerns of
epistemic deskilling.

In journalism, generative Al supports drafting and translation but also facilitates synthetic
content production without traceable provenance. Newsrooms risk shifting from investigation to
curation, while disinformation can be scaled at unprecedented speed. Trust in editorial authority
and shared epistemic standards is eroded, particularly where hallucinations or Al-generated
paraphrasing distort original sources (Zuboff, 2019; Gillespie, 2018).

Libraries and archives face similar dilemmas. While LLMs support cataloging and access, they
may also introduce artificial summaries into historical records or conflate generated text with
authentic sources. These trends threaten the integrity of cultural memory and epistemic
authenticity, especially when models are trained on data lacking geographic, linguistic, or
epistemic diversity (Floridi, 2023). Foundation models, predominantly trained on Anglo-
American web content, risk reinforcing epistemic monocultures that marginalize non-Western
perspectives and underrepresent multilingual knowledge systems (Broussard, 2019; Ireton &
Posetti, 2018).

These dynamics reconfigure professional roles. Teachers, journalists, and librarians encounter
shifting responsibilities, declining epistemic authority, and ambiguous accountability for Al-
mediated errors. As Graeber (2018) warns, institutional labor risks "bullshitization": epistemic
work becomes reduced to post-editing system outputs, rather than generating, critiquing, or
contextualizing knowledge.

Institutional leadership also faces risks of role drift: prioritizing Al-enabled efficiency over
epistemic purpose. Without careful governance, epistemic institutions may gradually cede core
functions to systems optimized for speed, scalability, or user engagement, rather than truth,
plurality, and justification.

A normative governance response is needed. Institutions must:
o Distinguish augmentative from substitutive Al use;

e Embed human oversight in high-stakes epistemic workflows;



o Develop provenance standards for Al-generated content;
e Support epistemic literacy among staff and users;
e Ensure Al tools reflect diverse epistemic cultures and knowledge systems.

Above all, institutions must reaffirm that Al is a tool, not an epistemic authority. Preserving
human judgment, critical inquiry, and accountability is essential to sustaining epistemic
integrity in an Al-mediated future.

4.6 Reshaping Institutional Roles and Human Agency in the Age of Generative Al

The rise of generative Al demands more than technical adaptation, it requires a fundamental
reorientation of institutional purpose and human agency. As Al systems increasingly mediate
epistemic functions once rooted in professional judgment and normative deliberation,
institutions face the urgent task of redefining their role not only as service providers, but as
stewards of epistemic legitimacy.

Central to this task is the recalibration of human agency. Al should not simply automate or
accelerate epistemic labor; it must be deployed in ways that strengthen human capacities for
discernment, contextual interpretation, and normative reflection. Rather than displace critical
judgment, generative Al must be governed to augment and uphold it. This calls for institutional
frameworks that prioritize epistemic integrity and public reasoning over computational
efficiency or market performance.

Redesigning institutions around these principles involves structural innovation. First,
institutional ethics committees must be expanded to include epistemological expertise. Most Al
oversight bodies focus on privacy, bias, or legal compliance; few interrogate the deeper
epistemic risks posed by LLMs, such as hallucinations, unjustified coherence, or
homogenization of knowledge. Including philosophers of science, historians of knowledge, and
practitioners from diverse epistemic traditions can broaden the evaluative lens and enhance
institutional resilience.

Second, institutions must embrace participatory Al governance, embedding meaningful
stakeholder involvement, including non-Western epistemic communities, in the design and
oversight of Al systems. This not only democratizes governance, but actively counteracts the
epistemic monocultures embedded in training data, model architecture, and moderation
frameworks. Transdisciplinary design workshops, public deliberation forums, and culturally
inclusive ethics reviews are viable entry points for such participation.

Third, institutions should implement mandatory audits for epistemic harm, akin to algorithmic
impact assessments in privacy or discrimination domains. These audits would evaluate the
extent to which Al systems erode or support core epistemic functions: clarity of provenance,
fidelity to source, contextual appropriateness, and inclusiveness of knowledge representations.
Such instruments can help institutions detect drift, anticipate fragmentation, and address
epistemic vulnerabilities before they become systemic.

These strategies must be anchored in a broader normative horizon: that of transcultural
epistemic resilience. In a globally connected yet asymmetrically represented knowledge
ecosystem, institutions must intentionally cultivate spaces for divergent knowledge forms,
interpretive frameworks, and value systems. This entails recognizing that no single epistemic
model, especially not one dominated by Anglo-American, technocratic norms, can serve as the
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universal standard for truth, credibility, or meaning. Libraries should preserve indigenous
classification systems; academic institutions must open space for plural methodologies; public
platforms must enable multivoiced knowledge construction beyond algorithmically determined
salience.

In sum, navigating the generative Al era requires institutions to reassert their epistemic vocation.
This involves not only resisting passive technological adoption, but also actively reshaping roles,
responsibilities, and relationships around the imperative of human-centered, value-aligned
knowledge governance. Without such efforts, the promise of Al may accelerate the loss of
institutional meaning, public trust, and democratic epistemic capacity. With them, however,
institutions can become sites of epistemic renewal, capable of integrating technological change
without surrendering epistemic purpose.

5. The Role and Misuse of ICTs in Epistemic Institutions
5.1 Al and Platform Infrastructures as Epistemic Architectures

Al systems and digital platforms no longer function merely as mediators of information, they
operate as constitutive infrastructures of epistemic architectures. These systems structure how
knowledge is formed, legitimized, and disseminated in public domains (Floridi, 2023; Zuboff,
2019). Their influence lies not only in content, but in the design of recommendation engines,
algorithmic filters, and interface hierarchies that shape the logics of epistemic visibility and
relevance.

Yet these architectures are rarely epistemically neutral. They are embedded with political-
economic imperatives (Piketty, 2014; Jackall, 1988), designed primarily for engagement
optimization, behavioral prediction, and market extraction, rather than epistemic robustness or
democratic deliberation. This entanglement generates a condition of epistemic lock-in, where
the logic of platform infrastructures becomes naturalized within institutional workflows,
marginalizing alternative knowledge practices and deliberative procedures.

A pressingrisk is the growing institutional dependence on black-box infrastructures, particularly
within academic publishing and library systems. Tools such as proprietary Al-driven search
engines, citation metrics, or recommender systems (e.g., Elsevier’s Al suite) threaten core
values of open science, reproducibility, and public accountability by obscuring the epistemic
processes behind discovery and evaluation.

In response, epistemic institutions require a new form of epistemic infrastructural awareness.
This includes the implementation of periodic infrastructure audits, systematic evaluations of the
platforms, APIs, and algorithmic tools integrated into institutional knowledge environments.
Such audits should assess not only technical efficacy but also epistemic transparency,
modifiability, and alignment with public values.

A companion analysis, submitted separately, explores how commercial infrastructures, such as
Meta’s governance architecture, reshape epistemic mediation at scale. It illustrates how
commercial logics and opaque algorithms can distort public reasoning, underscoring the urgent
need for governance strategies attuned to the infrastructural dimensions of epistemic life.
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5.2 Epistemic Fragmentation, Disinformation, and the Loss of Public Reasoning Capacity

One of the most profound risks introduced by Al-mediated infrastructures is the systemic
fragmentation of public reasoning environments (Weick, 1995; Schein, 2010). Digital platforms,
through algorithmic personalization and engagement-driven optimization, increasingly segment
publics into informational enclaves, eroding shared epistemic frames and collective interpretive
capacity.

This fragmentation is compounded by the automated delegation of cognitive functions. As
editorial, classificatory, and evaluative tasks are outsourced to Al systems, institutions risk
semantic erosion: the flattening of meaning, nuance, and contextual discernment. Routine
reliance on Al-generated summaries or filtered content displaces human judgment and
contributes to the deskilling of epistemic labor across journalism, academia, and archiving.

Within these architectures, epistemic mimicry flourishes, streams of information that emulate
epistemic authority without meeting its justificatory criteria (Greenblatt et al., 2024). This
enables disinformation ecosystems to weaponize the affordances of platform design,
manipulating discourse and amplifying distrust (OECD, 2023). Here, disinformation refers to
intentional falsehoods; epistemic mimicry to plausible but unfounded knowledge claims; and
semantic erosion to the loss of conceptual clarity in public language.

Generative Al intensifies these dynamics. LLMs and synthetic media technologies facilitate the
creation of high-volume, low-cost, hyper-targeted content with minimal validation, threatening
epistemic coherence at scale. The absence of human-in-the-loop safeguards in domains such
as legislative drafting, archival curation, and editorial oversight compounds these risks.

Cases ranging from election interference to pandemic misinformation and Al-generated
deepfakes illustrate how epistemic fragmentation is structurally embedded in platform
governance. An exploratory case study of Meta's incentive architecture suggests these risks are
infrastructurally normalized, demanding proactive governance, empirical scrutiny, and legal
accountability.

5.3 Governance Principles for Protecting Epistemic Integrity

Mitigating the epistemic risks embedded in Al-mediated infrastructures requires more than
technical optimization, it demands a principled governance framework rooted in epistemic
infrastructural awareness. Institutions must recognize that platforms are not neutral channels
but epistemic architectures: they shape what can be known, by whom, and under which
conditions.

First, institutional actors must adopt concrete instruments to preserve epistemic integrity. These
include:

e Mandatory bias audits prior to the deployment of LLMs in epistemic domains;
e Provenance tagging of Al-generated content to ensure traceability and accountability;

e Institutional role audits, assessing whether Al applications align with the institution’s
epistemic mandate and public function.

Second, governance must resist the diffusion of epistemic responsibility common in
platformized environments. When epistemic harms arise, from disinformation to semantic
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erosion, there is often no clear locus of accountability. Institutions must restore clear
responsibility chains, particularly in editorial, curatorial, and educational contexts.

Third, we propose the principle of epistemic subsidiarity: decisions affecting knowledge
production, interpretation, and validation should be made as close as possible to human

judgment and contextual expertise. This resists over-automation and preserves nhormative
deliberation in critical epistemic workflows.

Fourth, platform governance must prioritize public epistemic goods over commercial metrics,
embedding democratic oversight and multi-stakeholder participation (European Group on
Ethics, 2018). Transparency in algorithmic curation, explainability mechanisms, and access to
training data should become institutional norms.

Structural Challenges and Institutional Redesign

Finally, effective governance must address deeper structural distortions: the monopolization of
epistemic capital, metric-driven performance logics, and leadership drift away from epistemic
purpose (Piketty, 2014; Heifetz, 1994). Institutional redesign must explicitly embed epistemic
reflexivity, normative alignment, and infrastructural resilience into digital knowledge systems,
ensuring they support, rather than undermine, democratic public reasoning.

5.4 Epistemic Fragmentation and Platformization

The entrenchment of Al-driven recommendation systems within epistemic institutions,
particularly platforms like Google Scholar, Elsevier, and Twitter, has intensified epistemic
fragmentation. This occurs not only through algorithmic personalization but through deeper
processes of platformization that reshape institutional logics. A key distinction must be made
between operational platformization, the technical integration of platform tools, and normative
platformization, where platform values such as speed, virality, and engagement become
dominant epistemic standards.

This normative shift distorts epistemic infrastructures by displacing criteria like credibility,
relevance, and reflexivity with computational proxies (Weick, 1995; Schein, 2010). The
requirement for semantic interoperability and metadata uniformity across systems leads to
semantic standardization, flattening epistemic diversity and marginalizing non-dominant
knowledge frameworks.

The economic and political concentration described by Piketty (2014) and Jackall (1988) further
exacerbates this dynamic, subordinating public reasoning to corporate logic. The result is not
merely disorganization but a systemic reconfiguration of knowledge architectures under market
rule.

An exploratory case study of Meta’s infrastructure highlights how these logics manifest at scale.
This underscores the urgent need for epistemic infrastructural awareness in institutional
governance. Future-proof knowledge systems must be designed around public epistemic
alternatives, including open-source discovery tools, FAIR-aligned data governance, and
interoperable, non-proprietary repositories that protect epistemic pluralism and institutional
autonomy.
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6. Redesigning Epistemic Institutions: Normative Principles and Leadership Challenges
6.1 The Need for Epistemically Aligned Institutional Redesign

Epistemic institutions, such as universities, libraries, journalism, and scientific organizations,
originated in analog eras structured by slow-cycle knowledge production, peer deliberation, and
institutional autonomy from commercial logics (Vallor, 2016; Floridi, 2023). Today, these
institutions operate within Al-saturated digital ecosystems where synthetic contentis abundant,
algorithmic mediation shapes attention, and knowledge flows are filtered through opaque,
market-driven infrastructures (Zuboff, 2019; GPAI, 2023).

This transition reveals a widening gap between formal institutional capacity (the legal,
bureaucratic, and infrastructural setup of institutions) and epistemic alignment with public
knowledge goals. Alignment must now be redefined along three interdependent dimensions:

o Normative mission consistency: Institutional functions must reflect core epistemic
values such as verifiability, integrity, and reflexivity.

e Transparency of knowledge processes: Al-mediated decisions, data provenance, and
editorial mechanisms must remain intelligible and accountable.

e Participation of diverse epistemic voices: Institutions must actively include plural
knowledge systems, linguistic diversity, and underrepresented epistemologies.

Scenarios of misalighment are already evident: Al-driven classification tools in libraries may
optimize speed but erode curatorial judgment. Predatory journals deploy LLMs to generate
pseudo-scholarship at scale, bypassing peer validation. Public agencies depend on commercial
APlIs that filter information via black-box logic.

Incremental adjustments cannot resolve these misalighments. Without structural redesign
oriented toward epistemic alignment, institutions risk functional erosion and public
disengagement. A fundamental reframing of institutional purposes and governance in light of
digital epistemic architectures is imperative (Floridi et al., 2018; HLEGAI, 2019).

6.2 Moving Beyond Ad Hoc Regulation: Restoring Epistemic Purpose

Institutional redesign must begin with a critical rearticulation of epistemic purpose. Too often, Al
governance is reactive and fragmented, adapting institutional practices to technological
constraints rather than assessing whether such technologies align with core knowledge values.
This leads to Al governance lock-in, where institutions reshape themselves around digital
infrastructures instead of the other way around.

To counter this, epistemic institutions must explicitly re-examine their foundational mandates
prior to integrating Al systems. This involves clarifying what forms of knowledge, interpretive
practices, and public engagement they seek to sustain. Examples of such purpose-driven
redesign include citizen assemblies guiding algorithmic oversight in urban governance, or
participatory redesigns of library services that embed local epistemologies and Al literacy
programs.

Institutional leadership plays a vital role here. Adaptive leaders must resist metric-driven logics
and prioritize epistemic integrity, truth-seeking, and democratic deliberation (Heifetz, 1994;
Scharmer, 2009). Rather than retreating into technocratic neutrality, institutions should cultivate
epistemic agency and public reasoning capacity.
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Concrete redesign should include hybrid workflows that preserve human interpretive authority,
transparent governance of embedded Al tools, and cross-sector coalitions to develop shared
standards for provenance, authenticity, and public trust (Floridi, 2023; HLEGAI, 2019).

Given the global reach of platformized infrastructures, international coordination on normative
standards is essential to prevent fragmented safeguards. Institutions must become proactive
stewards of the epistemic public good, embedding resilience, accountability, and reflexivity into
every phase of their digital transformation (OECD, 2023).

6.3 Epistemic Stewardship as a Governance Principle

Central to institutional redesign is the practice of epistemic stewardship: a leadership
orientation committed to sustaining public knowledge integrity under rapidly evolving
technological conditions. This form of stewardship requires deliberate cultivation of three core
capacities:

e Epistemic awareness: recognizing how knowledge is produced, mediated, and
legitimized, including who defines standards, whose knowledge counts, and how
authority is claimed.

o Normative orientation: aligning institutional choices with democratic knowledge goals
such as inclusivity, accountability, and truth-seeking.

o Reflexive accountability: embedding feedback loops and internal audits to evaluate the
epistemic impact of institutional practices, including Al deployment.

These principles must be systematically integrated into HR, audit, and professional
development structures. Staff selection, leadership training, and performance criteria should
reflect epistemic responsibilities, not just administrative metrics.

Concrete pathways include universities revising assessment protocols to address Al-assisted
submissions and updating publishing ethics to detect LLM-generated content. Libraries must
design provenance-aware metadata systems and support critical Al literacy among users.
Journalism should prioritize source transparency and embed epistemic risk assessments into
editorial workflows. Scientific institutions must strengthen peer review oversight, invest in
public-facing epistemic communication, and co-develop trustworthy infrastructures with civic
and academic partners (Floridi et al., 2018; Hagendorff, 2019).

Epistemic stewardship is thus not a peripheral virtue, but a governance imperative in the digital
knowledge age.

6.4 Addressing Structural Governance Pitfalls

Governance frameworks must address structural dynamics that erode epistemic integrity,
including the accumulation of epistemic capital in dominant platforms (Piketty, 2014), and the
displacement of substantive knowledge practices by quantifiable metrics (Graeber, 2018).
Leadership must remain normatively anchored to avoid epistemic drift and institutional
disorientation (Heifetz, 1994).

To counter these tendencies, institutions must embed design principles grounded in
relationality, epistemic purpose, and democratic accountability. Crucially, this entails a
commitment to epistemic justice: ensuring that historically marginalized groups are not
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excluded from participation, recognition, or representation in Al-mediated knowledge systems
(Fricker, 2007; Jaeger et al., 2024).

Governance renewal requires practical redistribution mechanisms, such as multilingual data
moderation, community-anchored training datasets, and knowledge cooperatives with inclusive
representation. Such initiatives support epistemic pluralism, which acts as a systemic
safeguard against governance fragmentation and monocultural drift.

Ultimately, robust governance must not only resist capture by market or political forces (Jackall,
1988), but proactively reconfigure epistemic infrastructures to sustain diversity, accountability,
and reflexive learning across institutional ecosystems (Weick, 1995; Schein, 2010).

6.5 Purpose-Guided Redesign versus Incremental Adjustment

In Al-mediated knowledge systems, epistemic institutions face a crucial dilemma: when do
incremental interventions suffice, and when is purpose-guided redesign essential?

Incremental adjustments, such as provenance tagging, Al-use policies, or fact-checking
protocols, offer short-term mitigation. However, they risk becoming pseudo-adaptations:
adopting technologies without confronting deeper epistemic implications. Without alignment to
core knowledge purposes, such interventions may reinforce the very systems that degrade
public reasoning.

A purpose-guided redesign requires institutions to rearticulate their epistemic mission,
restructure governance, and realign their role within hybrid digital ecosystems. This is essential
when:

o Aldisrupts foundational practices (e.g., assessment in education, editorial judgment in
journalism);

o Platform infrastructures mediate public knowledge flows without transparency;
o |nstitutional legitimacy is eroded by epistemic drift or capture.

Examples illustrate this need. Universities must move beyond plagiarism detection to become
civic epistemic stewards. News organizations should redesign editorial workflows for Al-literate
verification and public accountability. Libraries and heritage institutions should co-develop Al-
curation practices that respect provenance, multilingualism, and diverse knowledge traditions.

Yet redesign alone is not sufficient. Operational safeguards remain vital: deepfake detection, Al
literacy training, and participatory content review. An integrated strategy is needed, incremental
measures for immediate resilience, redesign for long-term epistemic alighment.

Institutions must ask not only what technologies they use, but why and how these support their
democratic epistemic function. In a time of accelerating platformization, strategic redesign
becomes a governance necessity, not a luxury. Without it, institutions risk irrelevance, and
societies, epistemic fragmentation.

6.6 Epistemic Capabilities as Foundations for Democratic Agency

While debates on epistemic institutions often center on information quality and systemic trust, a
deeper ethical horizon must orient institutional redesign: the cultivation of citizens’ epistemic
capabilities. Drawing on Martha Nussbaum’s Creating Capabilities (2011), this paper argues that
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institutional legitimacy depends not only on safeguarding knowledge integrity, but also on
enabling human beings to flourish as epistemic agents in pluralistic societies.

Applied to knowledge governance, the Capability Approach implies that just institutions expand
individuals’ real opportunities to develop and exercise core epistemic skills. These include:

e Critical source discernment: the ability to evaluate provenance, bias, and credibility
across media and formats;

e Interpretative multilingualism: the capacity to navigate and bridge epistemic frames
across linguistic, cultural, and disciplinary boundaries;

o Recognition of epistemic power: awareness of how knowledge is shaped by systemic
power relations, and the ability to question dominant epistemic logics.

To nurture these capabilities, institutions must go beyond formal transparency or access. They
should invest in participatory Al-literacy programs, curriculum reform centered on epistemic
agency, and inclusive data governance that involves citizens in setting rules for knowledge
infrastructures.

Crucially, building transcultural epistemic resilience, the institutional capacity to support
diverse knowledge forms and interpretive communities, is foundational to democratic strength
in multicultural societies. This entails resisting homogenizing logics in Al training and content
moderation, and actively embedding epistemic pluralism in platform design and public policy.

Without such investments, citizenship becomes epistemically hollow. Individuals may have
voting rights but lack the means to challenge disinformation, engage in reasoned deliberation, or
assert epistemic self-determination. Especially in Al-mediated environments, democratic
agency requires more than access to facts, it requires the capacities to interpret, contest, and
co-create shared knowledge.

As Nussbaum (2011, p. 18) puts it, “The goal of public policy should be the capabilities of
citizens, what they are actually able to do and to be.” For epistemic institutions, this demands a
human-centered ethic of design: aligning governance structures and digital infrastructures with
the imperative to expand epistemic capabilities for all.

7. Conclusion

This paper has argued that the accelerating evolution of Al technologies, particularly large
language models (LLMs) and platform-mediated knowledge infrastructures, requires epistemic
institutions to engage in a normative and strategic recalibration of their purpose, governance
roles, and public value commitments. As digital architectures increasingly shape how
knowledge is produced, legitimized, and disseminated, institutions face not only technological
but also epistemic disruption.

The boundary between epistemic and non-epistemic actors is increasingly porous. Algorithmic
systems and commercial platforms now structure public knowledge flows while operating
outside traditional accountability frameworks. This hybridization challenges established
epistemic norms and erodes public trust in the institutions historically charged with
safeguarding knowledge integrity and democratic deliberation (Floridi, 2023; GPAI, 2023).
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If unaddressed, these dynamics risk entrenching epistemic injustice, through the exclusion of
marginalized voices, the commodification of epistemic labor, and the dominance of reductive
technocratic logics (Fricker, 2007; Broussard, 2019). Incremental safeguards, such as
transparency protocols or fact-checking initiatives, are necessary but insufficient. They fail to
confront the deeper structural issues: the epistemic capture of institutional infrastructures,
leadership drift, and the loss of plural, participatory knowledge cultures (Zuboff, 2019; Vallor,
2016).

To safeguard epistemic integrity, institutions must commit to purpose-driven redesign:
embedding normative clarity in their missions, cultivating epistemic reflexivity, and developing
governance architectures that resist platform dependency and algorithmic enclosure. This
involves strategic repositioning across institutional domains, restoring not only procedural
transparency, but also relational legitimacy, public engagement, and cross-sectoral resilience
(Floridi et al., 2018; HLEGAI, 2019).

Epistemic leadership is central to this transition. It must be anticipatory, accountable, and
oriented toward public epistemic goods, not merely reactive to technological change.
Institutions should create new spaces for deliberation, support multilingual and multicultural
epistemic diversity, and operationalize epistemic justice through design choices, institutional
audits, and participatory governance mechanisms.

Moreover, epistemic resilience cannot be built in isolation. It demands international
coordination, civic alliances, and legal frameworks that constrain extractive knowledge
economies. The governance of Al-mediated epistemic infrastructures must move beyond
sectoral silos and embrace shared stewardship responsibilities across science, media,
education, and policy.

Future work should prioritize three strategic agendas: first, designing institutional metrics that
reflect epistemic pluralism and democratic legitimacy; second, embedding epistemic audits
into Al governance at institutional and national levels; and third, constructing multilateral
governance ecosystems that align Al development with human-centered epistemic capabilities.

Ultimately, the defense of democratic epistemic conditions requires more than institutional
adaptation, it requires systemic transformation. Institutions must reclaim their epistemic
purpose, re-anchor their practices in public values, and co-create knowledge ecosystems that
are resilient, plural, and just in the face of accelerating digital disruption.

8. Summary

This paper has examined how Al technologies, especially large language models (LLMs) and
platform-mediated infrastructures, are reshaping the governance and epistemic role of
institutions such as universities, libraries, journalism, and scientific bodies. These technologies
increasingly structure how knowledge is produced, legitimized, and disseminated, often outside
traditional epistemic norms.

Epistemic institutions now operate within environments characterized by algorithmic filtering,
synthetic content, and epistemic fragmentation. These dynamics erode institutional authority,
challenge public trust, and displace human epistemic agency with opaque, commercially driven
systems (Floridi, 2023; Zuboff, 2019; GPAI, 2023).
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The paper highlights key risks: deskilling of professionals, semantic erosion through epistemic
mimicry, and growing dependence on black-box infrastructures that undermine transparency
and democratic oversight. Current incremental responses, such as Al literacy and fact-
checking, remain valuable but are insufficient to counteract these systemic disruptions.

To address these challenges, the paper calls for purpose-guided institutional redesign: aligning
epistemic infrastructures with public knowledge goals and democratic values. This includes
embedding epistemic stewardship, restoring normative clarity in institutional missions, and
strengthening participatory governance.

Strategic priorities include fostering interdisciplinary dialogue, advancing policy innovation
rooted in epistemic justice, and investing in public epistemic capabilities, such as critical source
literacy and awareness of epistemic power asymmetries.

Ultimately, safeguarding public knowledge in an Al-mediated age requires more than adapting to
technological change. It demands institutional reimagination grounded in ethical responsibility,
infrastructural awareness, and commitment to democratic epistemic resilience. Institutions
must reclaim their role as curators of meaning and facilitators of informed public reasoning in
the digital era.
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